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Processes and division of labour

The trade of a pin-maker: But in the way in which this business is now carried on, it is divided into a
number of branches:

- One man draws out the wire;

- another straights it;

- athird cuts it;

- a fourth points it;

- a fifth grinds it at the top for receiving the head,;

- to make the head requires three operations;
1 to putit on is a peculiar business;
1 to whiten the pins is another;
fto put them into the paper;

[ ...] making a pin 1is, I n this manner, abou

-
O_’M_’[ Strayght ]—P Cut wire H Point wire H Grind wire ]7

wire wire

\.

Make heady”
Q_’ Put head Whiten Put pin

on pin pin in paper

\.

[1] Smith 1776 [2] Dumas, La Rosa, Mendling, Reijers 2018
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Division of labour - Automation
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Systems like to report on their job (logging)

- [2019 - 02-18T12:30:00 - 02:00] OXACDCO0801 executes
raw Out Wire on Item OxAAOQO1

. +[2019 -02-18T12:30:10 - 02:00] OXACDCO0802 executes

traight Wire on ltem OxAAO1

- [2019 - 02-18T12:30:20 - 02:00] OXACDCO0803 executes
Cut Wire on Item OxAAO01

- [2019 -02-18T12:30:30 - 02:00] OXACDCO0801 executes
Draw Out Wire on Item 0xAAQ2

- [2019 -02-18T12:30:40 - 02:00] OXACDCO0802 executes
traight Wire on ltem OxAA02

- [2019 - 02-18T12:30:50 - 02:00] OXACDCO0804 executes
Point Wire on Item 0xAAQ01

- [2019 - 02-18T12:31:00 - 02:00] OXACDCO0801 executes
Draw Out Wire on Item 0xAAQ3

€




Process models

Abstraction P Abstraction
© Stiftung Deutsches Technikmuseum Berlin
Model of Model of

Original

r N \
Enter
Customer Negotiation
Take Call Entry Report
r o
R
> . | esse Attach Quote
] Contact from { \ Appendix
(F] 3 Get Contact Marketing Get Past )
u ; Close Deal Counter-
) =2 Details D
S Offers
QJ ° * f
Quote
A U Submit
3 preause Tl
. Schedule
.......................................... IR Customer
5 !CU”'UCF Presentation
28 rom Fair
5 2 Approve
(] Quote
= E Request for Quote Still interested
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Slide courtesy of Jan Mendling




Collaborative processes > Process mgt systems

issued (POI)

Shipment Driver's Position]  Truck Position]  Truck
reservation " license "?lupdates| reached “updates| reached
g received : | manufacturer : i customer
s BRR) Drive to (TRM) Verify D”E’e 0 TR
0 manufacturer attachment cu(sD%r?er O
(DM) (VA) 5
/\
Puchase & [Paymen® Ty
. Invoice Restock : : >
) reIg((e)l\lé{ed © (" Retrieve goods (RG) - = Ecorg;:r{rged
2 g o container container ?Oml?lr,]fé %o
2 Shipment |__(RFGS) (FC) (CC) ruck (ACT)
o] reservation ; Co . =
= sent (SRS) S| Inventory Container )..: i, Logistic '7;_9_ Cargo j
level ID operator code|"*?|inspector code
- O MDetach nCor(ljfirm .................
@ - order
5 container - »( )
2 Purchase order (DCO) recce&t:l{on
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Process Mgt Systems > Execution data (event logs)

activity

timestamp

product

9901 register order 22-1-2026@09.15 Sara Jones iPhone 15 1
9902 register order 22-1-2026@09.18 Sara Jones Pixel 10 2
9903 register order 22-1-2026@09.27 Sara Jones OnePlus 15 1
9901 check stock 22-1-2026@09.49 Pete Scott iIPhone 15 1
9901 ship order 22-1-2026@10.11 Sue Fox iPhone 15 1
9903 check stock 22-1-2026@10.34 Pete Scott OnePlus 15 1
9901 handle payment 22-1-2026@10.41 Carol Hope iPhone 15 1
9902 check stock 22-1-2026@10.57 Pete Scott Pixel 10 2
9902 cancel order 22-1-2026@11.08 Carol Hope Pixel 10 2

activity name

J

|
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https://api.flightstats.com/flex/weather/rest/v1/json/all/LAX?codeType=fs

</weatherUrl> 0 2/0 6 /2026

t 1 </airport>
- <airport>
Event lo gS
<iata>JFK</iata> . . .
ScaooKIFXicacs C. Di Ciccio

<faa>JFK</faa>

<name>John F. Kennedy International Airport</name>
<street1>JFK Airport</streetl>
. . . <city>New York</city>

<cityCode>NYC</city Cod
activity timestamp pre it e
<postalCode>11430</postalCode>

M <countryCode>US</countryCode>
reg Ister Order 22' 1'2026 @ 09 <countryName>United States</countryName>
<regionName>North America</regionName>
<timeZoneRegionName>America/New_York</timeZoneRegionName>
<weatherZone>NYZ178</weatherZone>
<localTime>2013-08-09T04:00:32.489</localTime>
<utcOffsetHours>-4.0</utcOffsetHours >
<latitude>40.642335</latitude>
<longitude>-73.78817</longitude>
<elevationFeet>13</elevationFeet>
<classification>1</classification>
<active>true</active>
-<delayIndexUrl>

https://api.fli com/flex/

</delayIndexUrl>
- <weatherUrl>

https://api.flightstats.com/flex/weather/rest/v1/json/allJFK?codeType=fs

</weatherUrl>
</airport>
</airports>

irest/v1l/json/airports/[FK?codeType=fs

- <flightTracks>
- <flightTrack>

<flightld>305231585</flightld>

<carrierFsCode>AA</carrierFsCode>

<flightNumber>10</flightNumber>

<callsign>AAL10</callsign>

<departureAirportFsCode>LAX</departureAirportFsCode>

<arrivalAirportFsCode>JFK</arrivalAirportFsCode>

- <departureDate>

<dateLocal>2013-08-07T21:30:00.000</dateLocal>
<dateUtc>2013-08-08T04:30:00.000Z </dateUtc>

o
PR RPN PG

</departureDate>
e ; - > " : i B762</equi >
o R A i e st : : <bearing>229.53397527577076</bearing>
LoadingEnd Reference ( ent) Remarks ( t) Department (Shi . Booking) Booking) ShipmentNr (Shipe ) heading>228.69263064205163</heading>
25/03/2014 13:0020140321500062 100 100001065568 100001065568 10000106 - <positions> -
26/03/2014 10:00° 26/03/2014 11:0020140324500037 100 100001065576 100001065576 10000106 - cposition>
24/03/2014 15:00 24/03/2014 16:00 AMST048022 100 100001079143 100001079143 10000107
31/03/2014 07:30 31/03/2014 08:30 1135917 100 100001081155 100001081155 10000108 o 73, 730003 BT/
31/03/2014 08:30 31/03/2014 09:30 1135918 100 100001081157 100001081157 10000108 <lat>40.68000030517578</lat>
25/03/2014 10:00 25/03/2014 11:002 drivers 100 100001081473 100001081473 10000108 <speedMph>137</speedMph>
24/03/2014 10:18 24/03/2014 12:33 54296/DBFL 100 100001081875 100001081875 10000108 <altitudeFt>800</altitudeFt>
24/03/2014 22:00 24/03/2014 23:00LS Wiesb-Garono 100 100001082337 100001082337 10000108 <source>ASDI</source>
26/03/2014 21:00 26/03/2014 22:001LS Raly 100 100001082342 100001082343 10000108 <date>2013-08-08T00:14:56.000Z</date>
26/03/2014 21:00 26/03/2014 22:001LS Raly 100 100001082342 100001082344 10000108 iR
26/03/2014 21:00 26/03/2014 22:001LS Raly 100 100001082342 100001082345 10000108 R
29/03/2014 09:00 29/03/2014 10:00LS Raly 100 100001082346 100001082347 10000108 ~<pusRiow:
29/03/2014 09:00 29/03/2014 10:00LS Italy 100 100001082346 100001082348 10000108 <lon>-73.60000604824219</lon>
29/03/2014 09:00 29/03/2014 10:001LS haly 100 100001082346 100001082349 10000108 <lat>40.70000076293045</lat>
25/03/2014 10:00 25/03/2014 11:00LX6406 100 100001082404 100001082405 10000108 <speedMph>143</speedMph>
26/03/2014 03:00 26/03/2014 04:00 LX6407 CHECK 100 100001082404 100001082406 10000108 <altitudeFt>1400</altitudeFt>
29/03/2014 18:00 29/03/2014 19:00 Driscol's/Sotr 100 100001082422 100001082422 10000108 S el
20/03/2014 18:00 29/03/2014 19:00 Driscol's/Sotr 100 100001082423 100001082423 10000108 f )
25/0372014 17:00 25/03/2014 18:00 Gateway FRA 100 100001082424 100001082424 10000108 <date>2013-08-08T09:13:56.000Z</date>
28/03/2014 17:00 28/03/2014 18:00 Gateway FRA 100 100001082425 100001082425 10000108 </position>
24/03/2014 21:46 24/03/2014 22:46240314 KLB434 100 100001082615 100001082615 10000108 - <position>
25/03/2014 07:00 25/03/2014 08:0084-1403-02353 1 100 100001082710 100001082710 10000108 <lon>-73.60000694824219</lon>
25/03/2014 08:00 25/03/2014 09:0084-1403.02353 2 100 100001082716 100001082716 10000108 700000 sz
22/03/2014 13:16 22/03/2014 15:30210314 CK1113/A 100 100001082731 100001082732 10000108 zmxm; hﬂ]f_%gms‘h;?
241032014 10:59 24/03/2014 12:44 1135014 100 100001082869 100001082869 10000108 speadMph>157/speedpl
24/03/2014 22:29 24/03/2014 23:29240314 KL8S18 100 100001082883 100001082883 10000108 <altitudeFt>1500</altitudeFt>
24/03/2014 07:38 24/03/2014 08:00240314 KLB424 100 100001082884 100001082884 10000108 <source>ASDI</source>
25/03/2014 08:15 25/03/2014 09:15LP 101247 100 100001082942 100001082943 10000108 <date>2013-08-08T09:13:56.000Z </date>
26/03/2014 04:06 26/03/2014 05:06/LP 101247 100 100001082942 100001082945 10000108 </position>
24/03/2014 09:16 24/03/2014 12:29 33793 100 100001082954 100001082954 10000108 - <position>
25/0372014 10:00 25/03/2014 11:00 33817 100 100001082956 100001082956 10000108 p :
25/03/2014 11:00 25/03/2014 12:00 33819 100 100001082957 100001082957 10000108 <Jon>-73.66999816894531</lon>
24/0372014 13:05 24/03/2014 14:05D0000103322 100 100001083071 100001083071 10000108 <lat>40.72990054223633</lat>
24/03/2014 14:59 24/03/2014 15:59D0000103321 100 100001083072 100001083072 10000108 <speedMph>163</speedMph>
24/03/2014 08:00 24/03/2014 11:45 1133477 100 100001083093 100001083093 10000108 <altitudeFt>2000</altitudeFt>
24/03/2014 09:52 24/03/2014 10:02 1135867 100 100001083144 100001083147 10000108 <source>ASDI</source>
24/03/2014 10:23 24/03/2014 11:30 1135867 100 100001083144 100001083148 10000108 Spets X
24/03/2014 19:31 24/03/2014 20:31240314 KL8552 100 100001083149 100001083149 10000108 DL 2L - 061002550007 Jclaem>

</position>



Process analytics: Measure the process performance

Variant 1

11,23h

oO— 0 O O
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Slide courtesy of Matej Puchovsky

Erstellung
6,17d

Fertigstellung
6,79h

Freigabe
8,25h

Versand
1,22w

Angebotsentscheidung Kunde
3,94w

Uebernahme AV
4,62d

absolute case coverage 300
D 14%
absolute event coverage
- -
9% = 568
filtered case coverage
) 14% &

filtered event coverage
o 100

9%

250

50

05.01.2015 05.03.2015 05.05.2015 05.07.2015 05.09.2015 05.11.2015 05.01.2016 05.03.2016

First variant timestamp Last variant timestamp Total duration Total active time Total waiting time

05.01.2015 11:34:00 17.03.2016 12:56:00 23y 8M 15h 30m 23y 5M 7d 14h 37m 2M 24d 53m
Minimum Mean Maximum

Duration (cases) C 51m 1M 17d 29m 10s 9M 13d 7h 17m

Actve time cases ¢ ; BT T T TR

Utfzation (case) GEETT T T TR

Waiing time (csse ¢ ; T e
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Automated process discovery (offline monitorin

C. Di Ciccio

<log ®es.version="1.0" xe=.features="nested-attribmntes" openxes.version="1.0RCT">
<string key="concept:name" v e=“K1assifikation_v4.csv“f}
<tracex

<string ke
<string ke
<string key

"vigitIP" value="178.114.0.0"/>
1 ="77095" />
"efalcfadda07194d" />

<event:

<string ="goncept:instance" value="1"/>

<string "lifecycle:transition" ="gtart"/>

<string key="concept:name" value="ontlink"/>

<date key="time:timestamp" value="2014-07-08T11:09:43.000+02:00"/>
</event>
<event:

"siteSearchReyword"/>

"ocountry" wvalue="Osterreich"/>

"pageTitle"/>

"yizitorType" value="returning"/>
"yvisitDurationPretty" value="2 Minuten 45s"/>
"pustomVariables"/>

"concept:name" val

<string key:
<string ke
<string ke
<string ke
<string ke
<string ke
<string ke

="gutlink"/>

<string key="visitServerHour" wvalue="3"/>
<string key="providerName" - ue="unbekannt"/>
<string ke lue="13.333000"/>
<string ke lue="0"/>

="Direkte Zugriffe"/>
"plugins/Live/images/returningVisitor.gif"/>
"pageld" value="1B4467"/>
"serverTimePrettyFirstAction" W,
"providerUrl"/>
time:timestamp" -
"serverDate" wval
"generationTime" />
"lastActionTimestamp" value="1404810901"/>
"visitEcommerceStatusIcon"/>
"referrerSearchEnginelUrl" />
"visitlLocalTime" wvalue="11:12:04"/>
"region"/>
"actions" value="3"/>
"lastActionDateTime" value="08.07.2014 09:15"/>
"gontinent" wvalu "Europa"/>

"visitDuration" wvalue="165"/>
daysSincelastVisit" ue="1"/>
e="13130"/>

<string ke
<string ke
<string ke
<string ke
<string ke
<date key
<string ke
<string ke
<string ke
<string ke
<string ke
<string ke
<string ke
<string ke
<string ke
<string ke
<string
<int key
<string
<string
<string ue="47.333000"/>

<string "igon" value="plugins/Morphens/images/link.gif"/>

<string "zserverDatePrettyFirstAction" value="Dienstag, 8. Juli 2014"/>
<string "referrerKeyword" />

"referrerTypeName" wval

ue="11:12:17"/>

e="2014-07-08T11:12:22.000+02:00" />
08.07.2014"/>

ue=

<int k daysSinceFirstVisit" value="1"/>

<string "serverTimePretty" ="D§.7.2014 11:12:22/11:15:01"/>
<string kev="regionCode"/>

<string "yisitCount" w "N

<string "referrerType" - ="direct"/>

M T rrrd me MMoaramed s fimamras FFT ams fod el S

B i el L et )

http://www.promtools.org/
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Conformance checking (offline monitoring)

C. Di Ciccio

Leg-Maodel Alignmeis. Average Fitness 0 STE31B55. Precision 06385 Generalization 0472561

Trace 3303157 @2
LEGEND
B Perfect Algnmant
- &
Fm_ |
| Trace 3546931 @
| Tmmma m _ : : :

Trace 1000172874 @I

OO0

a> _____________________________________________________________________________________________________________________________________________ |
Details of the Alignment for Trace 1000181554

16: Nursing Parled complaie 17: Transureihral Resection-comp L] I Examinai 5. 20: Urle acld.complaie U
| Coriribuienie Sove 3 'dalsion of Conersniy Ccrerbuies o Saie 1 .a:m».-n._a_—_':r_vtrll_‘r_ - 1l besenic Soive 3 'aisiions of Consirsiniy Conerbuies o Lok
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http://www.promtools.org/
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Process replay and online monitoring

12.
http://www.promtools.org/



A few more resources

Process Mining
Manifesto

A manifesto is a "public
declaration of principles
and intentions" by a group
of people. This manifesto is
written by members and
supporters of the IEEE Task
Force on Process Mining.
The goal of this task force
is to promote the research,
development, education,
implementation, evolution,
and understanding of
process mining.

101¢€

1101

Process mining is a relatively young
research discipline that sits bety

model extension, model repair, case
prediction, and history-based

computational intelligence and data
mining on the one hand, and process
modeling and analysis on the other
hand. The idea of process mining is to

recommendations.

discover, monifor and improve real .

processes (i.e., not assumed processes) Contents'

by extracting knowledge from event w 3

logs readily available in today's Frocess Mg - Scle of e Sut

(information) systems. Process mining Guiding Principles 6

includes (automated) process discovery

(i.e., extracting process models from an Challenges 10

event |og), conformance chscking (i.e., o ]3
Od:l : : ) fi Iby rrk/ ing pilog

m an og social netwo

organizational mining, Ofomory 14

consfrudnon of simulation models,

©
<
<
==
)
=
-

Wil M. P. van der Aalst
Josep Carmona (Eds.)

Process Mining

Handbook

Process mining manifesto: https://doi.org/10.1007/978-3-642-28108-2_19; Process Mining Handbook: https://doi.org/10.1007/978-3-031-08848-3

02/06/2026
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Coming soon

FPNnL ;*““1 nmel
School on Process

Bolzano, 29 June - 3 July, 2026

https://sites.google.com/view/process-mining-summer-school/



A local provider
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7 days
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‘ 1days
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3 days

& Variants - 4

https://www.celonis.com/

- Zoom <+ Most common variant v ph ~

26.0d

a
o

44%

3

of 14,073 variants

Remove Payment Block
50,200

of cases covered

Try with your data B I

Days Payable Outstanding Early Paid Invoice Value

12 days $4.8B

Root Causes for Early Payment

Payment Run too Early I $100M
Paid without Confirmation I $100M
Early Delivery I $54M

sul Total Invoice Value

Drilldown by Vendor Vendor >
Vendor Total Invoice DPO
PolyTec EU $1.98 7days f
Azur Inc $830M 9days J
$230M 16days ||
$190M 8days |
$170M 17 days ||
AluCast $170M 17 days
Weisser Manufacturers $150M 12 days H
SuperPlast Corp $140M 16 days ©
Unisono AG $130M 19 days
IDES Consumer Products $130M 22 days
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Would you trust other
parties looking into
your own business?

Event logs bear valuable information




Collaborative process scenario
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Can we keep secrecy
while analysing
process data?
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Slides based on

C. Di Ciccio

github.com/Process-in-
Chains/CONFINE

doi.org/10.1016/j.jisa.2026.104381

rmation Security and Applications 92

Contents lists available at ScienceDirect

Journal of Information Security and Applications

journal homepage: weow.elsevier.comdlocatealjisa

A TEE-based approach for preserving data secrecy in process mining with
decentralized sources

Davide Basile """, Valerio Goretti*~' ", Luca Barbaro "~ ", Hajo A. Reijers ",
Claudio Di Ciccio "

2 Sapienzc University af Rome, Via Regina Elena 295, 00161, Rome, lraly

¥ Litrecht University, Princetonplein 5, 3584 €, Utrechi, the Netherlands

AMRTICLE INFO ABSTRACT
Keywards: Process mining technigues enahle organizations te gain insights into their business processes through the anal-
Becrecy waks of execution records (event logs) stored by information systems. While most proces mining effons focus

Process mining
Confidential computing
Business process management

on intra-organizational scenarios, many real-world business processes span multiple independent organizations.
Inter-organizational process mining, though, faces significant challenges, particularly regarding confidentiality
guarantees: The analysis of data can reveal information that the participating organizations may not consent to
disclose to one another, or to a third party hosting process mining services. To overcome this issue, this paper
presents COMFINE, an approach for secrecy-preserving infer-organizational process mining. CONFINE leverages
Trusted Execution Environments (TEEs) to deploy trusted applications that are capable of securely mining multi-
party event logs while preserving data secrecy. We propose an architecture supporting a four-stage protocol to
secure data exchange and processing, allowing for protectesd transfer and aggregation of unaltered process data
across organizational boundaries. To avoid cut-of-memeory errors due to the limited capacity of TEEs, our proto-
eol employs a segmentation-based strategy, whereby event logs are transmitted 1o
conduct a formal verification of our approach's correciness alongside a security analysis on the guarantees pro-
vided by the TEE core, We test our implementation using real-world and synthetic data to assess memory usage.
Our experiments show that an incremental approach to segment processing in discovery and eonformance check-
ing is preferable over non-incremental strategies as the former maintaing memory usage trends within a narrow
range at runtime, whereas the latter exhibit high peaks towards the end of the execution. Furthermore, our
results confirm that our prototype can handle real-world workloads without out-of-memory failures. The scala-
bility tests reveal that memory usage grows logarithmically as the event log size increases. Memory consumption
grows linearly with the number of provisioning organizations, indicating potential scalability limitations and
opportunities for further optimiz

s in smaller batches, We

ions,




Setting and secrecy objective
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“Confi denti al C damapnuusd by merfopnring t e c t

computation in a hardware-based, attested Trusted
Execution Environment?’

Confidential computing

Standard Encryption Techniques Confidential computing

7
i

\ )

Data at rest Data in transit Protect data in use

Source: https://confidentialcomputing.io/about/
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Trusted Execution Environment (TEE)

DRAM - A secure, isolated area
[ In-clear | CPU encrypted é within the CPU where data

IS encrypted and protected
from external access,
ensuring only authorized

code can manage the data
‘j - Here we consider
application-level TEEs,

TEE-enabled

with HW-based memory

cPU </> encryption and attestation
s 1 Trusted apps’ attestatio
evidence based on code
Trusted app measurement (hash)



CONFINE

« Event log

partitions

Log Servers’
configuration

configuration

Trusted Execution Environment

Log Servers

« CONFINE protocol *

Secure Miner

Provisioning

. [=5] Merged
> event log

Mining

Process
documentation

Process
model

Process
diagnostics
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CONFINE architecture (deployment view)

<<device>>

Miner Node

—
o
-!

<<device>>
Provisioner Node

<<execution environment>>

ég Log Partition <<datfli link>> TEE 9
— Log Recorder i > Secure Miner

‘BPMS : :Trusted App

<<data link>> l I
_ : <<execution environment>>
Log Provider ] 0S
Web Service | | Miner Gateway

: <<data link>> .- TEE Interface
I
!

Trust boundary
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From process mining algorithms to trusted apps

C. Di Ciccio

Process Mining with the HeuristicsMiner
Algorithm

A.

LM. Weijters, W.

I.P. van der Aalst, and A.K. Alves de Medeiros

Department of Technology Management, Eindhoven University of Technology
P.O. Box 513 600 MB, Eindhoven. The Netherlands.
{w.m.p.v.d.aalst,a.k.medeiros,a.j.m.m.weijters}@tm.tue.nl

Abstract. The basic idea of process mining is to extract knowledge
from event logs recorded by an information system. Until recently, the
information in these event logs was rarely used to analyze the underly-
ing processes. Process mining aims at improving this by providing tech-

niques and tools for discovering process, organizational, social, and per-
formance information from event logs. Fuelled by the omnipresence of
event logs in transactional information systems (cf. WFM, ERP, CRM,
SCM, and B2B systems), process mining has become a vivid research
area [1.2]. In this paper we introduce the challenging process mining

<<execution environment>>
TEE

Secure Miner
:Trusted App

domain and dis
so-called “Heur

a heuristics driven process mining algorithm; the
ticsMiner” in detail. HeuristicsMiner is a practical ap-
plicable mining algorithm that can deal with noise, and can be used to
express the main behavior (i.e. not all details and exceptions) registered

in an event log. In the experimental section of this paper we introduce
benchmark material (12.000 different event logs) and measurements by
which the performance of process mining algorithms can be measured.

Keywords: Knowledge Discovering, Process Mining, process mining benchmark, Busi-

ness Process Intelligence.

Information Systems 102 (2021) 101685

Contents lists available at ScienceDirect

Information Systems

journal homepage: www.elsevier.com/locate/is

Bue709 ul Buipoou]

Conformance checking of mixed-paradigm process models

Boudewijn F. van Dongen *, Johannes De Smedt ", Claudio Di Ciccio®, Jan Mendling ¢

* Eindhoven University of Technology, The Netherlands
KU Leuven, Belgium

CUniversity of Edinburgh, United Kingdom

9 Sapienza University of Rome, Ital

©Vienna University of Economics and Business, Austria

evidence

Article histary: Mixed-paradigm process models integrate strengths of procedural and declarative representations
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capturing complex behavior in a compact way. A key research challenge for the proliferation of mixed-
paradigm models for process mining is the lack of corresponding conformance checking techniques.
In this paper, we address this problem by devising the first approach that works with intertwined
state spaces of mixed-paradigm models. More specifically, our approach uses an alignment-based
replay to explore the state space and compute trace fitness in a procedural way. In every state,
the declarative constraints are separately updated, such that violations disable the corresponding
activities. Our technique provides for an efficient replay towards an aptimal alignment by respecting
all DECLARE constraints. We have i our technique in ProM and demonstrate its
performance in an evaluation with real-warld event logs.

© 2020 Elsevier Ltd. All rights reserved.
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3. Transmission
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<Event 7, Event 9>
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3. Transmission
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SizeOf(S;) < seg_size
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3. Transmission
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3. Transmission
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6.

Merge segmentsocases

Miner Node

<<execution environment>>

TEE{e

Secure Miner
M (Log Manager)

Input: L' = (E’, j’), an event log; L” = (E”, j”), another event log.
Output: The merge of L’ and L”
Function merge(L/, L") is

E« (BPUE"); =« (x'u="); L+ (E =)

foreach ¢’ € E” do #For each event € in the event log L. ..
#For every €’ in E s.t. tms (e/) < tms (") add to =< that e’ precedes e’
=+=U {(e’,e”) : ¢/ € B and tms (e/) < tms (e”)}
#For every e’ in E’ s.t. tms (¢’) < tms (¢/) add to < that e’ precedes e’

=+=U {(e",e') c¢” € E and tms (e) < tms (e’)}

return L

Merged cases

Case C#1
<Event 1, Event 3>

Case C#2

<Event 5, Event 6>
Case C#3

<>
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6.

Merge segmentsocases
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6.

Merge segmentsocases
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Output: The merge of L’ and L”
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foreach ¢’ € E” do #For each event € in the event log L. ..
#For every €’ in E s.t. tms (e/) < tms (") add to =< that e’ precedes e’
=+=U {(e’,e”) : ¢/ € B and tms (e/) < tms (e”)}
#For every e’ in E’ s.t. tms (¢’) < tms (¢/) add to < that e’ precedes e’

=+=U {(e",e') c¢” € E and tms (e) < tms (e’)}

return L
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4. Computation
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Theorem 3.6.1 (Soundness and completeness). Let M be a Secure Miner fol-
lowing CNFyq (Alg 2) with input references to Provisioners Py,...,P,, whereby
the latter are honest, follow CNFp (described in Alg 4), and provide log partitions
Lpi,...,Lpy, withn € N. Upon the completion of the data transmission phase, M
always (completeness) yields an event log L = Lp 1 @ --- @ Lp,, wherein @ is safe

(soundness).

Theorem 3.6.2 (Convergence). Let L be an event log such thatL =Lp 1 @ --- @ Lp,
wherein @ is safe as per Def. 3.3.8. Let L' = CNFapq(P1,...,Pn) be the event log
yielded as a result of the data transmission phase by a Secure Miner M following
the protocol in Alg 2 with references to Provisioners Pi,...,P,, whereby the latter
follow the protocol described in Alg 4 and provide logs Lp1,...,Lp, with n € N.

Let prom be a process mining function as per Def. 3.3.3. The application of prom
By, B By, i

on the event log L and on L' leads to the same result, i.e., prom (L) = prom (L').
Btseueait Bt sl

CONFINE

\4 \ 4 \ 4

|L;§1 ILEE] '1:51
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Memorv consumption at runtime
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Memory scalability

Memory usage (MB)

Memory usage (MB)

80
70
60
50
40
30
20
10

Segment size 100 (KB)
—+— Segment size 1000 (KB)
—e— Segment size 10000 (KB)

50 100

Segment size 100 (KB)
-+ Segment size 500 (KB)
—e— Segment size 1000 (KB)

150
Max events

200

250

4 5
Organizations

Memory usage (MB)

70
Segment size 100 (KB)
60 —*— Segment size 1000 (KB)
—e— Segment size 10000 (KB)
50
40
30
20
10 -
00 2000 4000 6000 8000
Cases
Test Seg.size R% ] Rfog
Max 100 0.9847  0.0980 0.8291
events 1000 0.9544 0.0821 0.9043
10000 0.7357 0.1518 0.9386
Number 100 0.9896 0.0013 0.6822
of 1000 0.9629 0.0010 0.8682
cases 10000 0.7729 0.0068 0.9303
Provisionin 100 0.9770 0.3184 0.8577
- Oanbizc;tiois 500 0.9602 0.5174  0.7902
& 1000 0.9066 0.6102 0.6977

02/06/2026




02/06/2026

Further information (incl. TEE-based risk mitigation)

C. Di Ciccio
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A TEE-based approach for preserving data secrecy in process mining with
decentralized sources

Davide Basile """, Valerio Goretti*~' ", Luca Barbaro "~ ", Hajo A. Reijers ",
Claudio Di Ciccio "

2 Sapienzc University af Rome, Via Regina Elena 295, 00161, Rome, lraly

¥ Litrecht University, Princetonplein 5, 3584 €, Utrechi, the Netherlands

AMRTICLE INFO ABSTRACT

Keywards: Process mining technigues enable organizations te gain insights into their business processes through the anal-
Secrecy waks of execution records (event logs) stored by information systems. While most proces mining effons focus
Process mini

on intra-organizational scenarios, many real-world business processes span multiple independent organizations.
Inter-organizational process mining, though, faces significant challenges, particularly regarding confidentiality
guarantees: The analysis of data can reveal information that the participating organizations may not consent to
disclose to one another, or to a third party hosting process mining services. To overcome this issue, this paper
presents COMFINE, an approach for secrecy-preserving infer-organizational process mining. CONFINE leverages
Trusted Execution Environments (TEEs) to deploy trusted applications that are capable of securely mining multi-
party event logs while preserving data secrecy. We propose an architecture supporting a four-stage protocol to
secure data exchange and processing, allowing for protectesd transfer and aggregation of unaltered process data
across organizational boundaries. To avoid cut-of-memeory errors due to the limited capacity of TEEs, our proto-
eol employs a segmentation-based strategy, whereby event logs are transmitted 1o
conduct a formal verification of our approach's correciness alongside a security analysis on the guarantees pro-
vided by the TEE core, We test our implementation using real-world and synthetic data to assess memory usage.
Our experiments show that an incremental approach to segment processing in discovery and eonformance check-
rtal stran

g
Confidential computing
Business process management

s in smaller batches, We

ing is preferable over non-incre e a8 the former maintaing memory usage trends within a parrow
range at runtime, whereas the latter exhibit high peaks towards the end of the execution. Furthermore, our
results confirm that our prototype can handle real-world workloads without out-of-memory failures. The scala-
bility tests reveal that memory usage grows logarithmically as the event log size increases. Memory consumption
grows linearly with the number of provisioning organizations, indicating potential scalability limitations and
iomns,

opportunities for further optimiz
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The online monitoring challenge: PromTEE
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D. Basile, CDC (2025) Secrecy Preservation for Online Process Monitoring with Trusted Execution Environment. In: BPM 2025, 23 5-254, Springer.
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The online monitoring challenge: PromTEE
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D. Basile, CDC (2025) Secrecy Preservation for Online Process Monitoring with Trusted Execution Environment. In: BPM 2025, 23 5-254, Springer.
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End-to-end usage control for process mining
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V. Goretti, S. Kirrane, CDC (2025) Usage Control for Process Discovery through a Trusted Execution Environment. In: ICSOC 2025, 268 -286, Springer.
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