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• Building on blockchain technology

• Default use case: business processes involving multiple parties
 But many parts of our tech can be used for general-purpose Dapps

• Transparency: copy of the ledger, data freely accessible*
*within the network

• Security / confidentiality / privacy issue: 
 All-or-nothing read access of on-chain data
 Goal: confidential / commercial-in-confidence data should be only 

readable for authorized entities
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Objectives

1. Guarantee data privacy among parties

2. Let parties exchange information in a secure way

3. Let parties hide data (or parts thereof) from other players
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While collaborators cooperate…

Signing of the Peace Protocol Between Spain and the United States, August 12, 1898
(source: https://library.whitehousehistory.org/fotoweb/archives/5017-Digital-Library/Main%20Index/Artwork/520.tif.info). Slide courtesy of Claudio Di Ciccio.
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Public 

permissionless 

platforms are 

more robust and 

guarantee 
non-repudiation

Every participant 

in the public 

blockchain 

network can read

the data
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https://library.whitehousehistory.org/fotoweb/archives/5017-Digital-Library/Main%20Index/Artwork/520.tif.info
https://library.whitehousehistory.org/fotoweb/archives/5017-Digital-Library/Main%20Index/Artwork/520.tif.info
https://library.whitehousehistory.org/fotoweb/archives/5017-Digital-Library/Main%20Index/Artwork/520.tif.info
https://library.whitehousehistory.org/fotoweb/archives/5017-Digital-Library/Main%20Index/Artwork/520.tif.info
https://library.whitehousehistory.org/fotoweb/archives/5017-Digital-Library/Main%20Index/Artwork/520.tif.info


… the whole network observes

Part of the slide courtesy of Claudio Di Ciccio.
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Public 

permissionless 

platforms are 

more robust and 

guarantee 
non-repudiation

Every participant 

in the public 

blockchain 

network can read

the data
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Example
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• Manufacturer

• National customs

• International customs

• International carrier

• International supplier

Actors In
g

o
 W

e
b

e
r  

E
d

o
a

rd
o
 M

a
ra

n
g
o
n

e



In
g

o
 W

e
b

e
r  

E
d

o
a

rd
o
 M

a
ra

n
g
o
n

e
C

A
K

E
 a

n
d

 M
A

R
T

S
IA

8

Business Process Model and Notation (BPMN) 
collaboration diagram
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Business Process Model and Notation (BPMN) 
collaboration diagram



The message, in clear
(as seen by the international supplier)

10
Slide courtesy of Claudio Di Ciccio.
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The message
(as seen by external parties)
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Slide courtesy of Claudio Di Ciccio.
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The message
(as seen by the manufacturer)

12
Slide courtesy of Claudio Di Ciccio.
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The message
(as seen by the international carrier)

13
Slide courtesy of Claudio Di Ciccio.
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Hence the name: CAKE - Control Access via Key  Encryption

Image source: https://heriots.co.uk/products/pistachio. Slide courtesy of Claudio Di Ciccio.

https://heriots.co.uk/products/pistachio
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1. Edoardo Marangone, Claudio Di Ciccio, and Ingo Weber. 2022. Fine-Grained Data Access 
Control for Collaborative Process Execution on Blockchain. In BPM Blockchain and RPA 
Forum. Springer, 51–67. https://doi.org/10.1007/978-3-031-16168-1_4

2. Edoardo Marangone, Michele Spina, Claudio Di Ciccio, Ingo Weber. 2024. CAKE: Sharing 
Slices of Confidential Data on Blockchain. In Intelligent Information Systems. CAiSE 2024. 
Lecture Notes in Business Information Processing, vol 520. Springer, Cham. 
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• Blockchains (EVM)

• Smart Contracts

• InterPlanetary File System (IPFS)

• Attribute-Based Encryption (ABE): Ciphertext-Policy ABE (CP)

Ingredients
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 Distributed system for the storage and access to files

 No central authority

 Content-addressing to uniquely identify each file in the network

 Files scattered among several nodes (Merkle DAGs)

 Distributed Hash Table (DHT) at its core
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• Attribute-Based Encryption (ABE): type of public-key encryption

• Ciphertext-Policy ABE (CP): 

 Users are associated with attributes
 (propositional literals)

 Messages are associated with policies
 (propositional formulae on attributes)

• Attributes ex.: 14548487, Supplier, International, Manufacturer

• Policy ex.: 14548487  and (Manufacturer  or (Supplier and International))

CP-ABE
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Pre-phase In
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Attribute certifier

Address:   0x123456

Attributes: 14548487, Manufacturer

Address:   0x456123

Attributes: 14548487, Customs, National

Address:   0x789123

Attributes: 14548487, Supplier, International

Smart Contract

Address:   0x456789

Attributes: 14548487, Customs, International

Address:   0x789456

Attributes: 14548487, Carrier, International
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Phase 1: ciphering
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Phase 1: ciphering
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Phase 3: deciphering
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Phase 3: deciphering
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14548487, Carrier, International

Why?

Customs or (14548487 and (Supplier and International))
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CAKE architecture
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CAKE architecture



MARTSIA
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Multi-Authority appRoach to Transaction System for Interoperating

Applications
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• Blockchains (EVM and Algorand)

• Smart Contracts

• InterPlanetary File System (IPFS)

• Multi-Authority Attribute-Based Encryption (MA-ABE): 
Ciphertext-Policy MA-ABE (CP)

Ingredients



and (Manufacturer@AUTH1 or (Supplier@AUTH2 and International@AUTH3)))

CP-MABE
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• Multi-Authority Attribute-Based Encryption (MA-ABE): type of public-key encryption

• Ciphertext-Policy MA-ABE (CP): 

 Users are associated with attributes

 (propositional literals)

 Messages are associated with policies

 (propositional formulae on attributes)

• Attributes ex.:
43175279, Supplier, International, Manufacturer

• Policy ex.:

((43175279@AUTH1 and 43175279@AUTH2 and 43175279@AUTH3 and 43175279@AUTH4)
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The MARTSIA approach
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MARTSIA approach In
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Reader
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Key 

request

User secret key 2

User secret key 3

User secret key 4

Authority 2

Authority 3

Authority 4

Authority 1

Attributes attested

by Authority 3

Attributes attested

by Authority 2

Attributes attested

by Authority 1
User secret key 1

Attributes attested

by Authority 4
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Reader

35

User secret key 2 User secret key 3 User secret key 4User secret key 1

Final secret key

Key 

merge
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43175279@1@2, International@3, Carrier@4

Why?

x4

Customs@A or 
(43175279@2+ and 
(International@1+ and 
Supplier@1+))

Customs@A or (43175279@2+ and (International@1+ and Supplier@1+))
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Health-e-Data project

Website



Current work
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Decision-support system with TEEs

Trusted Execution Environment

Output
SPARTA 

protocol

Input

Decision
Data providers

Decision

Executor

Data 

handler
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GitHubPaper

Papers:

MARTSIACAKE

GitHubPaper
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