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✓ TEEs provide randomized computing.

✓ TEEs provide confidential computing. ✓ Blockchains provide a total ordering of events. 

✓ Blockchains protect against rollback & cloning 

attacks.
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Malicious Worker

pruntime

contract a: True

pherry relayer

pruntime’

contract a: False

proxy
Clientquery(c)

c
Enck(n,False)

Cloning attack:

1. Malicious worker starts two 
enclaves and a proxy

2. Isolate one of the enclaves by 
terminating the relayer

3. Client sends an encrypted 
request

4. Proxy routes it to the isolated 
enclave (clone)

5. Clone responds with a stale state
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Countermeasure 1: Heartbeats

• Enclaves regularly issue heartbeat transactions to prove they are alive

Heartbeat

session_id

challenge_block

challenge_time

iterations

n_clusters

n_contracts
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Countermeasure 1: Heartbeats

• Enclaves regularly issue heartbeat transactions to prove they are alive

• Exchange heartbeats via a separate P2P network

• Enclaves check they regularly receive heartbeat messages from others

✗ Existential honesty
✗ Randomized computations

Heartbeat

session_id

challenge_block

challenge_time

iterations

n_clusters

n_contracts
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Countermeasure 1: Heartbeats

✗ Existential honesty
✗ Randomized computations

Countermeasure 2: Timestamping
• Include the current block height in the response to contract queries



im Menü über: 
Start > Absatz > 

Listenebene 

Case study: Phala

The Forking Way: When TEEs Meet Consensus | TUM Blockchain&Cybersecurity Salon 202543 

Countermeasure 1: Heartbeats

✗ Existential honesty
✗ Randomized computations

Countermeasure 2: Timestamping
• Include the current block height in the response to contract queries
✗ Randomized computations



im Menü über: 
Start > Absatz > 

Listenebene 

Case study: Phala

The Forking Way: When TEEs Meet Consensus | TUM Blockchain&Cybersecurity Salon 202544 

Countermeasure 1: Heartbeats

✗ Existential honesty
✗ Randomized computations

Countermeasure 2: Timestamping
✗ Randomized computations

Countermeasure 3: Ephemeral IDs
• Rely on ephemeral IDs to ensure only one enclave instance is active on each node
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• No persistent inside the enclave
• Prevents rollback attacks by 

design
• Cloning protection needed for 

non-deterministic enclaves
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