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‣ Entities in charge of consensus 

‣ Have unique Validator ID (per 32 ETH)


‣ Periodically propose a new block to add 
to the blockchain


‣ Once per epoch attest on their view of 
the blockchain (called an Attestation)

Validator
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One aggregate


the network needs


to know about

Do we give up privacy as a tradeoff for lower network load?
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But… which  
peer is running  
which validator?
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Implications of de-anonymizing validators:

‣ General loss of privacy 

‣ The block proposer of slot n+1 could snipe the rewards of 
the proposer of block n by launching a DoS attack


‣ Finality might be impacted, as an adversary could 
continuously launch a DoS attack on the current proposer


‣ Some existing scalability proposals in the Ethereum pipeline 
(e.g., Danksharding) rely on validator anonymity



De-anonymization Methodology
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Measurement Methodology
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Results



Results
Zurich, bare-bones, 1942 long connections



154’591
validators were deanonymized.



16%
of all validators were deanonymized.
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• Similarity of De-anonymizations
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Overall

Validators per Peer

Five Largest Staking Pools
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Summary
• RAINBOW implementation to show the feasibility of de-anonymizing 

Ethereum validators

• low-cost, high-accuracy


• Mitigations come at more cost, complexity, and/or latency

• run more subnets, more nodes, more cryptography

• increase anonymity set with friends

• anonymous gossiping


• Reported attack to Ethereum Foundation and received a bug bounty 
+ a grant for followup work on the gossip protocol
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